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1. CTpyKTypa 1 obL,as Tpya0eMKOCTb AUCLLUNJIUHDI

Obuwas TpyooEMKOCTb ANCUUMIINHBI COCTaBASET 5 3a4€THbIX eanHuu. (180

4ac.).
O4yHaga dopma
oby4yeHus
Kypc 3
CemecTp 5/6
Jlekumnn -
MpaKTu4yeckme 3aHATUSA -
JlabopaTopHble 3aHATUSA 36/32
KoHcyibTaunm -/+
NToro ayOUTOPHbIX 36/32
3aHATUN
CamocTtoaTenbHas paboTa 36/40
KypcoBas paboTa -
3adeT +/-
JK3aMeH - /136
ObLee KOIM4eCcTBO HacoB 180 4ac.

2. LLlenn oCBOEHUA AUCLMUNJINHDI

npnobpectn HeobxoanMble 3HaHUSA, YMEHUA N HaBblkKKU B 061aCTn CpeacTs v
MEeTOAOB aAMWUHUCTPUPOBaHUSA, NPUMEHSEMbIX B HacTosLlee BpeMsa. 3afayu:
OBJlafleHMe  TeopeTU4ecKuMm 3HaHUAMN B obnactm  ynpaBneHus
NHPOPMALMOHHBIMU pecypcaMn CUCTEM U ceTeln; npuobpeTeHne NpuknagHblx
3HaHUN 06 obbekTax U MeTogax aAMUHUCTPUMPOBAHUA B MHMOPMALMOHHBIX
cucTemMax;  OBJlaf€HMEe  HaBblkaMW  CAMOCTOSATENIbHONO  MCMOJIb30BaHUA
NHCTPYMEHTa/IbHbIX MPOrpaMMHbIX CUCTEM, ceTeBblX CNyxb n obopynoBaHus
ANa agMUHNCTprpoBaHns B UC.

3. MecTOo aMcuMnNAMHLbI B CTpYyKType OMNOIM:

OncumnanHa «<KAOMUHUCTPUPOBaAHKME ONepaLMOHHbIX CUCTEM» OTHOCUTCS K
ancumnanHam bnok 1. OucumnnaunHbl (Moaynn). ObssatenbHas Y4acTb. 51.0.22.

Ona  uv3ydeHMa  OUCUMNAMHBL  HEobXOoOMMbl  3HAHUA, MNOJIyYEHHbIe
obyyarowmmMmnuca B paMKax KypcoB «be3onacHOCTb ceTen», «OCHOBBbI
NHGPOPMATUKN», <MHPOPMALNOHHBbIE TEXHOIOT NN».

Mpunctynas K N3Yy4YeHUIo ANCUNNJINHBI «AOMNHNCTPUpPOBaHME
OnepaLMOHHbIX CUCTEM», CTYOEHT OO/DKEH MMeTb npencraB/ieHne 0 cucrtemMax
CYMCNEeHMNSA, OCHOBaxX NMporpaMmMmnpoBaHns, OCHOBAX Bbl4YNCINTENbHbBIX CUCTEM.

4. TpeboBaHuA K pe3yJsibTaTaM OCBOEHUA AUCLUMNJIUHDI
KomneTeHunn oby4vatowerocs, GopMmumpyemble B pe3yJsibTaTe OCBOEHUS
ANCUUMIINHBI.
B pe3ynbTaTe M3y4YeHus OUCUUNINHBI obyyvatowmncsa nosmkeH obnagatb
clegyloWMMn - KoMNeTeHUusaMn (pesysibTaTaMn 0CBOeHus obpa3oBaTesibHOM
MporpamMmsil):

YK- 2 - CnocobeH onpenensatb Kpyr 3afa4 B paMKax NoCTaBEHHOW Lenu
N BbIBMpPaTb ONTUMasbHbIE CMOCOBLI UX PeLleHmns, NCXoaa N3 OENCTBYOLLNX
NPaBOBbIX HOPM, UMEIOLLMNXCS PECYPCOB N OF PaHNYEHWIA;



OlK-4 - CnocobeH pelwaTb 3a8a4u NpogeccnoHaibHON AeATEeNbHOCTY C

NCMNOJIb30BaHNEM CYLLECTBYOLLNX MHPOPMALMOHHO- KOMMYHUKALMOHHbIX
TEXHOJIOMNIM U C y4E€TOM OCHOBHbIX TpeboBaHU MHPOPMALMOHHON
be3onacHocTw.

dopMmupyembiMn kKoMmneTeHumsmm ONMOIT:

B3anMoCBS3b MNaHMPyeMbIX pe3ysibTaToB 00y4YeHuss Mo AnCUMMIINHE C

KoMneteHuum MnaHupyembie pe3ynbTaTbl 0OyUYeHus,
cooTBeTcTBYylOUWMEe hopMUpyeMbIM
Kop | POPMYMPOEK KoMmneTeHuusm OMNOn
a
3HaThb: YMeTb Bnapers:
YK- | CnocobeH NpUHUMNbI BbIABNATb — HaBblKaMu
2 onpenensTb Kpyr | popMupoBaHua | npobnemHble | COCTaBNEeHUS
3aa4 B paMKax | KoHuenuumn cuTyauuu, njaaHa rpaduka
MOCTaBJIEHHOM npoekTa B NCNosib3ys peanmsauunmn
Lesn n BblbupaTb | paMKax MeToabl rnpoekTaB
onTuMasibHble ob03Ha4YeHHoOn aHanu3a, LLesIOM 1 NJ1aHa-
crocobsbl nx npobnemsbl; — CUHTE3a n KOHTPOJIA €ro
peLleHns, NCXoas | OCHOBHble abCTpaKTHOro | BbINOIHEHUS; —
N3 DENCTBYOLWKNX | TpeboBaHus, MblLLIEHUS; HaBblKaMu
MpPaBOBbLIX HOPM, | NpeabsBiseMble | — KOHCTPYKTUBHOI
NMEILLNXCS K MPOEKTHOW OCYLLEeCTBJ/IATb | 0 NpeonosieHuns
pecypcoB 1 paboTe n MOUCK BO3HMKAOLLMX
OrpaHNYeHnn Kputepun peLleHnn pasHorsiacun n
OLEHKW NpobNeMHbIX | KOH(PJIMKTOB.
pe3ynbTaToB CUTyaumm Ha
MPOEKTHOWN OCHOBe
nesaTenbHOCTU; NencTeun,
3KCNEePUMEHT
aunonbliTa
OlMNK | CnocobeH - 06 MPUMEHSATb NCNoJIb30BaHUS
-4 pellaTb 3a4a4un NCNOoJIb3yeMbIX N | METOObI U CEPBUCHbIX
NpogecCuoHaNbH | NePCNEeKTUBHbLIX | aJIrOPUTMbI dyHKLNIN
ON OeATEeNIbHOCTU | onepaunoHHbIX | ynpaBJieHUs onepaunoHHbIX
C cucTemax; npoueccamMmm n | CUCTEM B
NCNosib30BaHMEM | — 06 pecypcamMm 3aja4ax
CyLLeCTBYIOLWMNX | YyHUBEPCAJIbHbLIX | ONMepaumnoHHO | ynpaBieHus
nHpopmaunmoHHo | OC n OC N CUCTEMBI; napannesibHbiM
- cneymanbHOro n
KOMMYHWUKALMOH | HAa3HAYEeHUS; BbIYNC/INTESbHBI
HbIX TEXHOJI0M NI MW npoLeccamu
N C y4eToM M MOTOKaMMW.
OCHOBHbIX
TpeboBaHUn
MH(POPMaLIMOHHO
n 6e30macHOCTU
Mpn npoBedeHUN Yy4ebHbIX 3aHATUM obecneymBaeTca pasBuUTUe Yy

o6yqarou4mxc9| HaBbIKOB KOMaHOHOMN pa60TbI, MEXJIMYHOCTHOW KOMMYHUKaLUunn,




APUHATUA pPeLUeHUn, NnOepCKUX Ka4vecTs (BKJOYas npu HeobxoammocTu
npoBefeHne VMHTEPaAKTUBHbIX JIeKUUN, rpynrnoBbiX OUCKYCCUW, POJSIEBbIX Urp,
TPEHWHIOB, aHaJnu3 CUTyauun M UMUTAUWOHHBLIX MoJenien, npenojaBaHve
AncunniaunH (moanynemn) B hopMe KypCcoB, COCTaBJIEHHbIX Ha OCHOBE pe3y/ibTaToB
Hay4HbIX UCCNIe00BaHNN, B TOM YUCE C Y4eTOM permoHasibHbIX 0CODeHHOCTeN
npodeccroHasibHON neATeNIbHOCTU BbIMYCKHVKOB n notpebHocTen
paboToamaTenen).



5. Copep>XaHue U y4yebHOo- MeTOoaMYECKaA KapTa AUCLUNJIUHbI

Tabnuua 5.1
Home | HaumeHoOBaH dopMbl KOHTpONA JiutepaTtypa
P ue Tem 3aHAaTuA
Hepe (sonpocoB),
nm M3yvyaeMmbix n np | nab Conep»aH Yacbl mi | ma
no paHHOM ne n X
AUCUMNJIMHE
1-2 | Obwwe 4 [1, 2, 3]
cBeneHns ob
onepaumoHHbI
X CucTemax,
NHopMaUmnoH
HbIX CUCTEMaX,
ncropus
pa3BUTUSI.
3-5 OCHOBbI 6 Ynpasne 9 0 25 [1, 2, 3]
CepBEPHbLIX N Hue
KJINEHTCKUX Windows
onepauuoHHbI Server.
X CMCTEM Cny>k6bl
Microsoft ,
CepBUChHlI, yAaneHH
CNyX0bI on
YCTaHOBK
n.
MepBun4H
as
HacTpown
Ka ceTu,
obHoBne
HURA,
napameT
poB
cepsepa




6-9

Cuctema
Active
Directory,AD
DS, AD RMS,
GPO

AOMUHN
CTpPUpPOB
aHve
cuUcTeMm,
CpencTs
n
y4aCTHMU
KOB
be3onac
HOCTW
NHGOPM
aLWOHH
bIX
cucTem.
Cnyxba
KaTanor
OB.
Mpynnos
ble
MOJINTUK
n.

25

[1, 2, 3]

10- 13

ObecneyunBato
Lme cny>xbeol
Windows
Server, AD CS,
AD FS, AD
RMS

Ynpasne
Hue
Windows
Server.
YcTaHoB
Ka Cny>x6
cepTudu
Kaumu,
HacTpown
Ka
yLoocToBe
pawoLer
o]
LLeHTpa.

25

[1, 2, 3]




14- 16 | NHopmaLmoH 6 TepMuHa 9 25 [1, 2, 3]
Hbleé CNCTEeMbI JNIbHblE
Ha Windows Cﬂy)K6b|,
Server, Beb- YCTaHOBK
cepsep, MS a3 Be6-
os consepa
hpenmso
PKOB.
nToro 36 36
1-2 Cemencrso 4 [1, 2, 3, 5, 6]
Linux, OCHOBHbI,
aapa, nctopus
n
B3aMOOTHOLLI
eHuns
AcTpunbyTneo
B
3-5 | YcTaHoBKa 1 6 YcTaHoB 15 30 [1, 2, 3,5, 6]
HacTpownka Ka u
cepBuncoB aAMUHUC
Linux, AD, TpupoBa
Samba, HUe
Apache, Nginx, Linux.
PHP, Python Cnocobbl
OpraHms
auumn
AVNCKOB,
yCTaHOBK
a
nporpam
M
6-9 Be3sonacHoCTb 8 YcTaHoB 15 30 [1, 2, 3, 5, 6]
NHopMaLUMOoH Ka
HbIX CUCTEM,

CcepBuco




bpaHamayap,
IPS,
obHoBNEHUSA

B Ha
Linux.
Hactpon
Ka
hannoso
ron
Bebcepse
POB.
YcTaHoB
Ka
hpenmeo
PKOB.
Hactpon
Ka
AoMeHa
Ha Linux.

10- 13

BupTyanmnsaum
a, Docker,
KVM

[1, 2, 3, 5, 6]

13- 16

O6nayHble
CepBMUChI,
OpenStack,
Amazon,
Azure

HacTpon
Ka
bpaHaomMa
y3pa Ha
Windows
n Linux.
|Pables.
Snort
IPS,
Suricata
IDS.

19

40

[1, 2, 3,5, 6]

nToro

32

49

MpuMmeuyaHus:

—BceBugbl y-|e6H0|7| pa60TbI MoOrytnposoanNTbCAONCTaHUMOHHOHA OCHOBAaHMN JTIOKAJIbHbIXHOPMATUBHbIXaKTOB.
— B uenax peanusaumm nHOuUBMAyasbHOro nogxona kK 06y‘-IeHI/II'O CTyOeHTOB OCYLWECTBIALLNX y‘-le6HbIVI npouecc no

WHOVBUAYANbHOW TPAEKTOPUN B PpaMKax WHAMBMAYaNbHOro paboyero naaHa, U3y4yeHne OAaHHOW AUCLINMINHBI MOXXET OCYLLIECTBISATLCS




yepes MHAMBUAYASIbHbIE KOHCY/IbTALMN MPEenofaBaTenst O4HO, B Yacbl KOHCYJIbTALWUM, MO 3/IEKTPOHHOM MOYTE U C WUCMNOJIb30BaHNEM
nNaaThopM ANUCTAHUMOHHOIo obyyeHuns.



6. ObpasoBaTesibHble TEXHOJIOrUMU

B cooTBeTCTBUM C rocydapCTBeHHbIMM oObpa3oBaTesibHbIMU CTaH4apTaMum
BbicLlero  obpas3oBaHuMa  peanusaumsa  y4ebHoro - npouecca  A0JSDKHA
npenycMaTpuBaTh NpPoOBeAeHNE 3aHATUN B UHTEPAKTUBHbLIX U aKTUBHbIX (dOpMax.
BHegopeHne 3Tux ¢opM o00y4YeHMs — OAHO W3 BaXKHENLWWUX HarnpaBaeHWUNn
COBEPLUEHCTBOBAHMA MOArOTOBKU CTYyOEHTOB B COBPeMeHHOM By3e. Llenb —
noBbilleHne 3hekTNBHOCTM 06pa3oBaTeNbHOro NpoLecca, 4OCTUXKEHNE BCEMU
00y4aloLWMMNCS BbICOKUX pe3ysibTaToB 00y4eHuns.

NHTepaKTnBHbIE (DOPMbI MPOBEAEHNS 3aHATUI nNpegnonaratoT obyyeHme B
coTpyaHu4yecTBe. Bce y4acTHUKM obpa3oBaTesibHOro npouecca (npenogasaTtesb
N CTYAEHTbI) B3aMMOAENCTBYIOT APYr C ApyroM, obMeHumBatoTCa nHGopMaumen,
COBMECTHO pewatoT npobnemsbl, mogennpytoT cnTyauun. CyTb UCMNOJIb30BaHUSA
AKTUBHbLIX W WHTEPaKTUBHbLIX ()OPM NpPoBeOEeHUA COCTOUT B MOrPYy>XEHUU
CTYOEHTOB B peasibHyl0 aTMocdepy Oe10BOro COTPYAHMYECTBa N0 pa3peLleHunto
npobnem, onTMManbHylO OJ19 BblpabOTKM HaBbLIKOB W KayecTB 6yayuiero
cneuvanucTa.

Onsa peweHnsa BocnnTaTeNbHbIX U y4ebHbIX 3a4a4 npenogaBaTenieM MOryT
ObITb NCMOJIb30BaHbI C/leAyloLWme NHTePaKTUBHbIE hOpMbl 0ByHeHUS.

TpaAULUOHHbIE NIeKUUMU U NpaKTuYeckue (CEeMMHapCKue) 3aHATUA
C NCMOJIb30BaHNEM COBPEMEHHbIX MHTEPAKTUBHbLIX TEXHOJIOM UN.

Jlekuma- puanor — cozep>xaHuernogaeTcs Yepes Cceputo BOMpPOCOB, Ha
KOTOpble CTYAEHT OO/HKEH OTBEYaTb HENOCPEACTBEHHO B XO4€E JIEKLUW.

OHJNaMH-CeMMHApP - pPa3HOBUAHOCTb Beb-KOH(EepeHUnyy npoBeneHmne
OHJTaWH-BCTPEY WM Npe3eHTauuin 4epe3 VIHTEPHET B peXxume peasibHOro
BpeMeHN. Ka)apl N3 Yy4aCTHUKOB HaxXOAUTCS Y CBOEro KoMrbtoTepa (Cpencrsea
CBSA3M), @ CBA3b MexXAy HUMU noanepXmBaeTcs Yyepe3 NHTepHeT nocpencTBoM
3arpy>KaeMoro rpuioXKeHusi, YCTAHOBJIEHHOIO Ha KOMMbIOTEpPE KaXkKaoro
y4aCTHUKaA.

BupeokoHdepeHuma - ceaHC BuaeokoHdepeHucssasm (BKC) - 310
TEXHONOMNA WHTEPAKTUBHOINO B3aMMOAENCTBUS OBYX W 6osniee y4aCTHUKOB
obpasoBaTenbHOro npouecca Ansa obMeHa nHpopmMaumnen B peajlbHOM pexmnme
BpeMeHW.

Bupeo- nekumsa — CHATasiHa KamMmepy CoOKpalleHHasekumns, 4onoJHeHHas
doTorpachmamMm un  cxemamu, WJIIOCTPUPYIOLLAA MOo4aBaeMbli B JIeKUUN
MaTepuan.

TexHONOorna >3N1eKTPOHHOro oby4YeHus (peanunsyeTca NpPU MOMOLLUN
3NEeKTPOHHOM obpa3oBaTensHon cpeabl COIY mpu KMCNONb30BaHUN PeCcypcoB
9bC, npn npoBeaeHN aBTOMATU3NPOBAHHOIO TECTUPOBAHNA U T. 4.).

TBOpYeckoe 3apaHMe COoCTaB/seT coaep)xaHue (oCHoBy) Jtobon
NWHTEPaAKTUBHON (OPMbl MPOBEAEHUS 3aHATUA. BbliNosIHEHME TBOPYECKUX
3af0aHnnm  TpebyeT OT CTydeHTa BOCMPOU3BEAEHMSA [MOJIYYEHHOW paHee
nHpopmaunm B ¢dopmMe, onpenenseMon npenodasatenem u Tpebyouwen
TBOpYecKoro noaxoga: 1) noabopka NpuUMeEpPoB M3 MPaKTUKK; 2) noabopka
MaTepuana no onpenesieHHon npobneme;

MyonuyHasa npeseHTauus NpPoOeKTa - CaMbll 3PPEKTUBHbLIN Crocob
AOHEeceHUs Ba)KHOW WHGopMauun npu nNybnan4HbiX BbICTynneHuUax. Cnang-
npe3eHTauMm no3BOJIST 3PGPEKTHO N HaArNa4HO NpPencTaBUTb COAEpP>XaHue,
BbIOE/INTb N NPOUNJIIOCTPUPOBaTbL coobLLieHme.

NMHTepakTMBHanA nekumus npeacrtasngetr cobonm  BbICTYyMNJeHUe
npenogasaTens nepen ayoutopuin CTyOEeHTOB C MNPUMEHEHMeM clenyloLwmx
NHTEPaKTUBHLIX (popM oby4eHus: 1. ynpaBnsemas guckyccus nnu becepa; 2.
OEMOHCTpauUus cnangoB WUAM y4ebHbiX (uUabMOB; 3. MO3roBOW LITYpM; 4.
MOTWBALMOHHAA peyb 1 ap.

Pa3paboTka npoekTa Mo3BOJISEeT YYAaCTHMKAM MbICJIEHHO BbINTU 3a
npeaenbl ayanTopmnm N COCTaBUTb MPOEKT CBOUX AENCTBUN MO 0bCyxaaeMomy



BOMPOCY YYaCTHUKK MOryT obpaTuTbCH 3@ KOHCYyNbTauuen, OONOSHUTESIbHON
nnTepaTypon B cneumnaan3mpoBaHHbie yupexxaeHus, bubnmorekn n T.4.
NMpobneMmHoe oby4yeHmue - MONCK OTBETOBHA BOMPOCHI MO TeMe

7. YyebHO- MeTOONYECKOe OoDecneyeHue CaMOCTOATEJIbHOM
paboTbl

CamocTosATenbHaa paboTta obyyvalowunxcsa SABASETCA OAHMM U3 BUAOOB
y4ebHbIX 3aHATUN. CamocTosTeNlbHas paboTa NpoBOANTCSA C LESIbIO:

— cMcTeMaTum3aunum 3aKkpensieHNsanoly4eHHbIX TEOPETUYECKNX3IHAHUN U
NPaKTUYECKNX YMEHUIN 00y4aloLLMXCA CTYAEHTOB;

— yrnybneHmamn paclmpeHns TeopeTnyecKnxaHaHum;

— ¢opmMnpoBaHMa yMeHUN WNCMNONb30BaTb HOPMATUBHYLIO, TMPABOBYIO,
CMpPaBOYHYO AOKYMEHTALMIO N CNELUaNbHYIO INTEPATYPY;

- (OpMUPOBAHUA CaAMOCTOATESIbHOCTU MbIWEeHUs, CNocobHoCTen K
CaMopas3BUTUIO, CAMOCOBEPLLEHCTBOBAHUIO N CaMopeasin3aunim;

— pa3BUTUANCCAEO0BATENbCKNY MEHUI.

K Bungam camoctosTesibHOM paboTbl MNP M3YyHEHUN OAHHON AUCLUMJINHDI
OTHOCUTCS:  HanMCaHuWe  O0KJagoB, 3CCe, NOArOTOBKa  MNpe3eHTauun,
CaMOCTOATE/IbHOE M3YyYeHne NuTepaTypbl MO TEMEe N COCTaB/iEHWE MO Hen
KOHCMEKTOB, paboTa CO CNpPaBOYHbIMU MaTepuasaMn (TEPMUHOJIOTNYECKUMU U
NHBIMW CIOBapPSAMU, SIHUMKIoONeaAnaMmn) u T.4,.

TeMbl N (OPMbI BHEAYAUTOPHOW camocTodATeslbHOM paboThl, ee
TPYAOEMKOCTb COAepaTCa B pasgenes, Tabn. 5.1.

MeToanyeckme pekoMeHgaumm no gUCUMnInHe npunaratTcs.

8. OueHo4YHble cpeacTBa AJIA TEKYLLEero KOHTPOoJIA ycneBaeMocCTH,
pyOe>kHOoM aTTecTauum u NPOMEe>XyTO4YHOMU aTTecTalum Nno uToram
OCBOEeHMSA
OAUCLMUNJIUHbI

Paboyas nporpamma npegycMaTpuBaeT rnpoBedeHne nabopaTopHbIX
3aHATUN, a Takke csedywoowme Buabl paboT: camocToaTesbHYO paboTy
CTYOEHTOB MO TMOArOTOBKE YCTHbIX COOBOLEeHWn, HanucaHWio [O0K1afo0B,
NOArOTOBKY MNpe3eHTauunm n obCyXKAeHNn no TeMaM AUCUMNAUHBI - paboTy B
AKTUBHOWN N NHTEPaKTMBHOWN hopMax.

Paboyas nporpamma npepnosaraeT TeKYyWMN U NPOMEXYTOYHbIN
KOHTPOJIb 3HAaHUNA.

TekyLnyi KOHTPOJIb — 3TO HEenpepbIBHO OCYLLECTBJIAEMbIA MOHUTOPUHT
YPOBHS YCBOEHUS 3HaAHUMA M (HPOPMUPOBAHUA YMEHUA N HABbIKOB B TeYyeHue
ceMecTpa nnun y4ebHoro roga. TekyLUin KOHTPOJIb 3HAHWUN, YMEHUA N HABbIKOB
CTYOEHTOB OCYyLUeCTB/AsSeTCa B xofde Y4ebHbiXx (ayOuUTOPHbIX) 3aHATUN,
NPOBOAUMbLIX MO pacnucaHuio. PopmMaMy TeKyLlero KOHTPOJA BbICTynawT
OMPOChl Ha 3aHATUAX C Lesibio MPOBEPKU HaIn4Yna 3HaHUN, HeobxoauMbIX N5
YCBOEHUSI HOBOro MaTepuaia WM ONs  BbIICHEHUA CTeneHW YCBOeHUS
N31I0>KeHHOro MaTepuana.

Pybe>xHbIi ~ KOHTPOJIb  OCYLLECTBJISETCHA MO OKOHYaHUU  U3y4YeHUs
MaTepuasa MoAy/isi B 3apaHee YCTaHOBJIEHHOe BpeMs. PybexHbIn KOHTPOsb
NPOBOOUTCA C Lesbio onpefesieHns KavyecTBa YCBOEHUs MaTepuana yy4ebHoro
Mooyns B UesioM. B TeyeHue cemecTpa Takme KOHTPOJIbHblE MepOonpuAaTUS
MPOBOOATCA MO rpaduky.

Bonpocbl u 3apaHuA ANA CaMOCTOATEJNIbHOW paboTbl, B TOM Yucne
rpynnoBou CaMoOCTOATENIbHOM paboTbl oOyualowmxcs



1. YcTaHoBKawn HacTponkacepsepaDHCP.

2. YcTaHOBKaw HacTponkacepsepaDNS.

3. YcTaHOBKau HacTponkacepsepaSQUID.

4. YcTaHOBKaun HacTponkacepsepaSAMBA.

5. YCTaHOBKawu HacTpoMkKacepsepalustosa.

6. YcTaHOBKawn HacTponkacepsepaHTTP n MYSQL.

7. YCTaHOBKa N HaCTpoMKa crneynaan3npoBaHHOrocepeepa (Hanpumep
10).

8. HacTpounkalPTABLES, nnn aHanora

Bonpocbl ANA KOHTPOJIbHbIX PpaboT:
OnuwunTe NoHATMecCeporoip.
OnnwnTe NOHATME peasibHoroip.
OnnwnTe NOHATME PM3nYecKoroagpecan Kak ero nomMmeHaTbs Linux.
OnunwnTe noHATMEeDNS agpecan Kak OH 3afaeTcd
OnnwnTe NoOHATMeaApecallio3a N Kak OH 3aaeTcd
KakK HaCTPOUTbLBKJIDYEHNE KOMMbIOTepaoT ceTeBoro3anpoca?
. Mepe4yncnnte oCHOBHble ceTeBblecepBUCh. KakoBbl PYHKLUN CETEBbIX
cepBuCoB?

8. Kakue HacTponkm Heobxoammo 3adaThb ona paboTbl KOMMbOTEpPa B
JIOKaJIbHOW CeTn?

9. Kakume HacTpomkm Heobxoaumo 3apaTb 4S8 MNOJIHOUEHHOW paboThl
KoMnbloTepa B ceTu NHTepHeT?

10. Kakue HacTponku Heobxoammo 3agdaTb 4Nng paboTbl KOMMbIOTEPaA B
ceTun, KoTopas He paboTaeT c DNS agpecamn?

1. Hanuwnte KoOHpUrypauumoHHbin ¢ann cepsepa DHCP ¢
KOMMEHTapnaMun K Kaxkxgon kKomaHae.

2. HannwunTe KoHpUrypaunoHHbinann ceppepabDNS ¢ KOMMEHTapuUaMun
K Ka>XZI0l KOMaHAe.

3. Hanunwwnte KOHpUrypauunoHHbeln ¢ann cepsepa SQUID ¢
KOMMEHTapUAMU K KaXkgon KoMaHe.

4., Hanuwunte KOH(pUrypauuoHHbln ¢dann cepsepa SAMBA ¢
KOMMEHTapUAMK K Ka)kQon KoMaHae.

5. Hanuwunte KoOHUrypaumoHHbln dann cepsBepa HTTP ¢
KOMMEHTapUaMK K Kakgon KoMaHae.

6. Hanuwunte KOHPUrypauuoHHbI dann cepBepa MYSQL ¢
KOMMEHTapUAMK K Kakgon KoMaHe.

7. 3apanTtenpasunalPTABLES ans wnto3a.

NoobkrwdpE

3apaHua pNa caMoCToATesIbHOM paboThl:

1. N3y4nTb OCHOBbI apXUTeKTypbiaapa Linux.

2. N3y4nTb paboTy C NCTOYHMKaAMU MHpOpMauUK man, nocTaBisemas
OOKYMeHTauus, KHUMY, MOYTOBbIE PacCbl/IKK, Cneumann3npoBaHHbIe MopTasbl.

3. N3y4nTb: ocHOBHbleKaTanornunix n nx HasHavyeHue

4. N3y4nTb: CCbIIKWN. Tunbl cCbINOK. [NpnMmeHeHwue.

5. N3y4nTb NpMHUKUNbI 3a4aHMANPAB OCTyNak hannam.

6. PacnncaTtbnolwaroBo HaCTPOWKK 3arpys4ymkagrub.

7. HanucaTb cobcTBeHHbIM NpuMep dawnna (fstab) ana pomaluHero
KOMMblOTepa.

8. N3y4unTb anbTepHaTUBHbLIECNOCOOLI 3aMyCK N OCTAaHOBKN CEPBUCOB (HE
MeHee 04HOr0).

9. lcnonb3yANHCTPYKUMIOman, onncaTbpaboTy KOMaHAbIpS.

10. M13y4unTbCcnocobbl pe3epBHOrOKOMUPOBAHUSA N BOCCTAaHOBJIEHNS

11. OnucaTb MNpPUHUMNBLI YCTaAaHOBKM nporpaMmMHoro obecnevyeHuns
(yCTaHOBKaM3 UCXOOHbIX TEKCTOR YCTaHOBKanN3 BMHapHbIX NaKeToB).



12. N3y4nTb NPUHLUUN KOHDUIYPUPOBAHUS KOMMOUASLMN N YCTAHOBKU

aapa.

13. OnucaTtbX cepsep.
14. HanucaTb NnpuMep no KOHPUrypupoBaHUIO CETEBOronHTepdencan
nporpamMmmsl iptables.
15. Co3paTbba3y fnaHHbIXMY SQL
16. N3y4nTbnpmHUMN paboTblNOYTOBbLIX CEPBEPOR

KOHTpOJIbHbIE 3aAaHUA OIS OULEeHKU 3HAaHUW, YMEHUW, HaBbIKOB U
(Mnn) onbiTa AeATeJSIbHOCTU, XapaKTepu3ylowux 3Tanbl GoOpMUPOBaHUA
KOMMNeTeHLU N B Nnpouecce oCBOeHMsA obpa3oBaTesibHOM NPOrpamMmbl

1.

YnpasneHne Windows Server. Cny>x6bl yaneHHON YCTaHOBKMW.

MNepBMYHas HaCcTponKa ceTn, obHOBNEHUI, NapaMeTPOB cepBepa

2.

AIMUHNCTPUPOBAHNE CUCTEM, CPEOCTB 1 YHaCTHMKOB 6€30MacHOCTM

NHOPMALIMOHHBIX cucTeM. Cny»xba KaTasnoroB. [pynnoBbIe MOJNTUKMN.

HaCTPOMKa yA0CTOBEPSIOLLErO LIEHTPA.

o s

YyCTaAHOBKa NporpaMm

YcTaHoBKa (hpeMBOPKOB. HacTpomnka AoMeHa Ha Linux

IDS.

YnpasneHue Windows Server. YCTaHOBKa C/ly>Kb cepTudukaumn,

TepMuHasbHble CNy»xbbl, ycTaHOBKa Beb- cepBepa, PHP, (hpeliMBOpPKOB.
YcTaHOBKa 1 aAMUHUCTpMpoBaHMe Linux. Cnocobbl opraHu3aummn AnNCKos,

YcTaHOBKa cepBMCOB Ha Linux. HacTpoika ¢annosoro n sebcepsepos.

HacTponka bpaHamayspa Ha Windows 1 Linux. IPables. Snort IPS, Suricata

MeToauka cpopMupoBaHusa pe3ysibTUPYIOLLLENA OLLEHKM

Tabnuua 8.1

STan|®opmMa

KOHTpONA

KpuTepumn oueHuBaHUsA (NPOLEHT OT MaKCUMMaJIbHOrO KOJI- Ba

6annos)

86- 100 %

| 71-85%

| 60—70%

| MeHee 60%

1. Tekyimvi KOHTPOJIb (max 25 6assioB 3a 1 MoayJib)

7-8 6bannos

6—7 6annos

4-5 6annos

0-3 6annos

MoceleHve
3aHATUNA
(max 8 6.)

CTyneHT noceTumn
60os1ee 85%
3aHATUN

CTyneHT noceTun
71-85% 3aHATUIN

CTyneHT noceTumn
56—70% 3aHATUNN

CTyneHT nocetumn
MeHee 56% 3aHATUI

9-10 6annos

7-8 6bannos

6—7 6bannos

0-5 6annos

TekyLlas
paboTa B
TeyeHne
Moayns
(max 106.)

CTyOeHT aKTUBHO
paboTaeT Ha
3aHATUSAX,
NMpeBoCXo4HO
BbINOJIHAET BCE
3afaHuns
npenogasaTens.

CTyOeHT aKTUBHO
paboTaeT Ha
3aHATUAX, XOPOLLO
BblNOAHAET
3a4aHuns
npernonasaTens.

CTyneHT
HeAoCTaTO4YHO
aKTUBHO paboTaeT
Ha 3aHATUAX,
VAOBJIETBOPUTESb
HO BbIMOJIHAET
3afaHuns
npenogasaTens.

CTyneHT
HEeAOoCTaTOYHO
aKTUBHO paboTaeTt
Ha 3aHATUAX,
HeyL0BNETBOPUTEN
bHO BbIMOJIHAET
3afaHus
npenogasaTtens.

3/2 banna

2 banna

1 6ann

0 6annos

Joknan,
npeseHTaum
|
(Max36.) /
OMNOpPHbIN
KOHCMEeKT
(max 26.)

TemMa NoJsIHOCTLIO
packpbITa.
lMpeBocxoaHoe
BNageHmne
MaTepuasiom.
Bbicoknn ypoBeHb
CaMOCTOATENIbHOCT

TemMa B OCHOBHOM
pacKpbITa.
Xopoluee
BNnageHne
MaTepuasioMm.
CpenHunin ypoBeHb
CaMOCTOSATENbHOCT]

W, NOrNYHOCTH

Tema 4acTU4HO
packpbiTa.

Y nosnetrsopuTesb
HOe BJlafeHune
MaTepunasioMm.
Hn3knn yposeHb
CaMOCTOATESIbHOCT]

W, TIOrMYHOCTU

Tema He packpbITa.
HeynoBnetsoputen
bHOE B/lageHne
MaTepuasiom.
HepocTtaTo4HbIN
YPOBEHb
CaMOCTOATENbHOCT

U, TOTMYHOCTW,

U, TOTMYHOCTU,




apryMeHTUpPOBaHH [@apryMeHTMPOBaHH|[@apryMeHTUPOBaHH|@pryMeHTUPOBAHHO,
ocTn. oCTW. Xopownnm  |oCcTwn. CTW.
MpeBoCXogHbIN CTWUNb N3N0XeHn4.|Y goBneTesopuTesns|HeyoosneTsoputen
CTWJIb U3JTOXKEHUS. HbIN CTU/b bHbIV CTUIb
N3J10XKEHWS. N3JI0XKEHNS.
2. Pybe)XHbivi KOHTPOJIb (256. 3a 1 MoAay/ib)
22-25 6annos 18-21 6ann 14-17 6annos 0-13 6annos
KoHTpobHalllpaBubLHO lMpaBusbHO 3ajaHus 3ajaHus
A paboTa BbIMOJIHEHBI BCE  |BbIMOJIHEHA BbINOJIHEHLI 60J1€€|BbINOJIHEHBI MEHEE
3a0aHus. 6onbwas 4acTb  |4EM HaAMOJIOBUHY. [4eM HaMoOJI0BUHY.
MpoaeMoHCTPUPO |3adaHuni. MpucyTcTBYIOT MpoaemMoHCTpUpoB
BaH BbICOKWIA MpucyTcTByIOT cepbe3Hble aH
VPOBEHb BNlafeHUsAHe3Ha4YUTeNbHbIE |OWNOKN. HeyaoBfeTBopuTen
MaTepuasioMm. owmnobKu. MpoaeMOHCTPUPO [bHbI YPOBEHb
MposiBneH.I MpoaeMoHCTpUpPO |BaH BJ1afeHus
MpeBoCXoaHble BaH XOpoLLWUiA YOOBNETBOPUTESb [MAaTEPUASIOM.
crnocobHocTun YPOBeHb BlaAeHUSHbIA YPOBEHb MposiBneH.I
MPUMEHSATb MaTepunasiom. BNajeHuns HeaoCTaToOYHble
3HaHWSA U yMeHuns |MposBfeHbI MaTepuasiom. crnocobHocTun
K BbIMOJIHEHWNIO cpegHune MposiBieHbl MPUMEHSATb 3HaHNA
KOHKPETHbIX crnocobHocTun HU3KMe N YMEHUSA K
3a0aHUN. MPUMEHSATb crnocobHocTU BbIMOJIHEHWUIO
3HAHWA N YMEHUSA |[NMPUMEHSATb KOHKPETHbIX
K BbIMOJIHEHUIO 3HaAHUSA U YMEHUSA [3adaHunn.
KOHKPETHbIX K BbIMOJIHEHUIO
3aaHNIA. KOHKPETHbIX
3aJaHUN.
3. I'ToroBbivt KOHTPOJIb MO ANCUNITJINHE
43-50 6annos 36-42 6anna 28-35 6ansos 0-27 6annos
DK3aMeH/3a |[JaH MosHbIN, [aH MosnHbIN DaH He nony4yeHsl
yeT pa3BepPHYTbIN OTBET Ha HeOoCTaToO4YHO OTBETbI N0
OTBET Ha MOCTaB/I€HHbIN MOJIHbIN OTBET. 6a30BbIM BONpocam
MoCTaBNIE€HHbIN BOMpPOC, Moka3aHo |CTyaeHT He ONCUUMANHBI NN
Bornpoc. OTBeT YMeHMe BblAeNNTb [cnocobeH [aH HernoJiHbIN
POPMYIMPYETCA B [CYLLLECTBEHHbLIE N [CAMOCTOATENIbHO |OTBET U AOMYLLEHBbI
TEPMUHAX HAayKKW, [HeCyLleCcTBEHHbIE |BblAEINTb rpy6bie ownbkn.
N3J10XKEH MPU3HaKu, CyLWeCcTBeHHble U |PeYb HerpamoTHas.
nnTepaTypHbIM MPUYNHHO- HeCYLLEeCTBEHHbIE |YTOYHAKOLWME
A3bIKOM, JIOFTUYEH, |C1IeCTBEHHbIE MPU3HaKM K BOMPOCHI
[ OKa3aTeNeH, cBsi3n. Ho MPUYNHHO- rnpenogasaTend He
OEMOHCTPUPYET  |OOoMNyLUEHBbI CNneacTBEHHble nPUBOOAT K
aBTOPCKYIO He3HayuTesNbHble |CBSA3U. PeyeBoe KOppeKunmn oTeeTa
no3unuuto ownbkun, ochopMmneHune CTyAeHTa He
CTyOeHTa. ncrpaBfieHHbIE TpebyeTt TOJIbKO Ha
CTYLAEHTOM C MoMpaBoK, MoCTaB/I€HHbIN
MOMOLLbIO Koppekumu. BOMPOC, HO 1 Ha
«HaBOOALLLNX> Apyrve Bonpochl
BOMpPOCOB ONCLUUMANHBI.
npenogasaTtens.

CTyAeHTbl, NoNy4YMBLIME B XO4€E TEKYLLEro n pybexxHoro KoHTpossa 56- 100
6annos, aBTOMaTMYECKM NOJIYHaAIOT «3a4€T» NN COOTBETCTBYHIOLLYIO LLKae
3K3aMeHaLUVOHHYO OLIEHKY.
Pe3ynbTupytoLlas oLeHKa CKlagblBaeTcs no cooTeeTcTByowen bPC hopmyne.

1.

Bonpochk! ANf NOArOTOBKU K 3K3aMeHy:

Kakasa TexHonorus

No3BONISET MOJEPHM3MPOBATb

BIOS

KOMIMbOTEPa, NMPoCTO NCIOoJib3yd nporpaMmMmHoe obecnevyeHune?

2.

Kakum  06p

a30oM  Mbl

OBYXKaHaJIbHbIX MaTEPUHCKNX MiaTax?
Kakune npenmyLlecTsay napaniesibHON LWNHbI?

3.

OOJDKHbI

YCTaHOBUTb

O3Y Ha



Kakune Tpy OCHOBHbIE MPUYUHbBI 419 UCNOoJIb30BaHUA RAID?
Kak paboTaeT RAID?

KakoBa pa3Huua Mexay paboyein rpynnbl U JOMEHOM?

Kakune metoabl paboThbl MO yCTaHOBKE CUCTEMbI Bbl 3HaeTe?
Kak nposBogouTca aBTOMaTu4deckasd yCTaHOBKa W HacTpoMKa
Wlndows XP? YT0 TakoepeecT?

PN oA

9. Kak MOXXHO npaBuUTb peecTp? Ha3BaHMe No KpanHen mepe 3
cnocoba caoenaTtb 3TO.

10. Kak ncnpasuntb Heyga4yHoe obHoBeHne apanBepoB?

11. HacTponka ceTeBon KapTbl 1 4TO Takoe MAC- agpec?

12. Kakune TCP nopThbl cywecTByoT? YHT0 Takoe ceccusa TCP?

13. YT1o Takoe ICMP?

14. OnuwunTe NoHATUE (PU3NYeCKoro agpeca N Kak ero NoMeHsATb
B Linux.

15. OnuwunTe noHaTMe DNS agpeca n Kak OH 3a[aeTcs.

16. OnuwnTe NOHATME ajpeca LW3a N Kak OH 3a4aeTcs.

17. Kak HacCTpouUTb BKJIlOYEHNEe KOMMbioTepa OT CeTeBoro
3anpoca?

18. MNepe4yncnnTe OCHOBHbIE CeTEeBble CePBUCHI. KakoBbl PYHKLNN
CeTEeBbIX CEpPBNCOB?

19. Kakme HacTpomku Heobxoammo 3agaTb A9 paboTbl
KOMMblOTEPa B JIOKAJIbHON CETN?

20. Kakne HacTponkm HeobxoauMo 3agaTb 019 MOJSIHOLLEHHON
paboTbl KOMMbOTEPa B CeTU IHTEpHET?

21. Kakme HacTpomku Heobxogmmo 3agaTb Ana9 paboTbl
KOMMblOTEPA B CETU, KOTOopas He paboTaeT ¢ DNS agpecamun?

22. Y10 Takoe DHCP 1 Kak oH paboTaeT?

23. Y10 Takoe DNS 1 Kak oH paboTaeT?

24, Y10 Takoe SQUID 1 Kak oH paboTaeT?

25. Y10 Takoe SAMBA 1 KaK oH paboTaeT?

26. Y10 Takoe HTTP 1 Kak oH paboTaeT?

27. YTo Takoe MYSQL 1 Kak oH paboTaeT?

28. Y10 Takoe IPTABLES 1 Kak OH paboTaeT?

29. ObLwme cBefeHus 06 onepaunoHHbIX cucremax,
MH(OPMALIMOHHbIX CUCTEMaXx, NICTOPUSA PasBUTUS.

30. YnpasneHue KoHgpurypaumen WC, BbisiBNIEHNE U KOHTPOJIb

CcObOMHbIX N OWNBOYHBIX CUTYaUU, ynpaBieHne cnctemonm 6esonacHoCTu,
yrnpaBJsieHne obLWmM AOCTYrnoM.

31. HeobxoaumocTe npouenyp aamMumHucTpupoBaHus B UC.
NcTopusa pa3BuTuA. U B3aMMOOTHOLLUEHME OMepPauMoHHbIX CUCTEM, WX
COBMECTUMOCTb.

32. OCHOBbI CepBepHbLIX N KJIUEHTCKUX OnepaumoHHbIX CUCTEM
Microsoft, cepBucCbl Ciy>K0blL

33. BeneHune cTaTUCTUKN NCMONb30BaHMA pecypcos NC.

34. Cncrtema Active Directory,AD DS, AD RMS, GPO

35. ObecneyvmnBatone cnyxbol Windows Server, AD CS, AD FS,
AD RMS

36. NHgpopMaunoHHble cucTeMbl Ha Windows Server, Beb- cepsep,
MS SQL, MySQL, RDS

37. CemencTso Linux, OCHOBBbI, anpa, ncropus W
B3aMMOOTHoLLens anctpunbyTmnsos

38. YcTaHoBKa U HacTpounka cepBucos Linux, AD, Samba, Apache,
Nginx, PHP, Python

39. be3onacHOCTb MHMOPMaUMNOHHbIX cuctem, bpaHaomayap, IPS

obHoBNEeHuS



40. BupTtyanusauunsa, Docker, KVM, Ob6na4vHble CepBUCHI,
OpenStack, Amazon, Azure

41. YnpasseHue nosib3osatenamm NC.

42. MAaHnpoBaHME NHCTANIALUMOHHbLIX paboT.

43. Bbibop annapaTHO- NporpaMMHbIX CPeacTB.

44. WHcTannauma WHEMOPMaLMOHHON CUCTEeMbl Ha npumepe
Windows.

45, HacTponka nHgpopMaLMoOHHON CUCTEMBI.

46. Cncrtema Active Directory,AD DS, AD RMS, GPO.

47. Cpencrea aAMUHUCTPUPOBaAHUA Ciy>xb WWW, FTP, SMTP,
NNTP B rnobanbHbixceTsaxHa npumepe Microsoft 1IS.

48. Cpencrea agMUHUCTPUPOBAHUS CNy>XO MaplipyTmsaumm u
yOasnieHHOro noctyna Ha npumepe Microsoft RRAS Windows.

49. MporpamMmmMmpoBaHmne B CUCTEMAX aAMNHUCTPUPOBAHMA.

50. CueHapum perncrtpaumm n CKpUNTbl aoMUHUCTPUPOBAHUA.
51. Mpumepbl cMCTEeM aAMUHUCTPUPOBAHUA C WUCMNOJIb30BaHUEM
Windows Script Host. CueHapun  ADS| ans CUCTEeMHOro
aoMUHUCTPUpoBaHMA Windows.

52. ObecneumBatowme cny>xbol Windows Server, AD CS, AD FS,
AD RMS

53. Cnyx6bl henepaumn, TOKEHbI, KpPOCC-ayTeHTUdnKaums,

cepTuduKkaTbl SSL 1 Kerberos, ya0CTOBEPSOLWMNIA LEHTP, CUCTEMA KOHTPOJIS
npas, yaaneHHasa paboTa.

54. NHgpopaumnoHHble cuctembl Ha Windows Server, Beb-cepsep,
MS SQL, MySQL, RDS.

55. Cnyx6bl ynpasneHus KoHUrypaumven.

56. Cny»x6bl KOHTPOJ1A XapaKTEPUCTUK, OLLNOOYHbLIX CUTYaLWUNA.
57. Cny>x6bl yrnpaBneHmnsa 6e30nacHOCTbIO.

58. Cnyx6bl ynpasneHus obLiero nosib30BaHUS.

59. NHdopMaunoHHble cnyXbbil.

60. NHTennekTyanbHble Cry>K6bl.

61. Cny>xbbl peructpaummn, cbopa n 06paboTkmn nHGopMaunn.

62. Cny»x6bl N1aHUPOBaHUSA U Pa3BUTUS.

63. AOMNHUCTPUpPOBaHME 6a3 faHHbIX.

64. ALMWUHNCTPUPOBaHME ONepaLMOHHbIX CUCTEM.

65. AoMuHucTpuposaHue JIBC. AODMUHUCTPUPOBAHME MOYTOBbIX
M Internet cepBepoB

66. Cemeinctso Linux, OCHOBHbI, aapa, ncTopus n
B3aMIMOOTHOLLEHNS ANCTPNBYTNBOB

67. Aopo Linux, wWHTepdenc, yTuanTbl, (annoBble CUCTEMBI,

KoHUEenuus, rpaunyeckun pexmnMm, YyaaneHHbl O0CTyn, YCTaHOBKa
nporpamm, yctaHoBka Linux, LVM, iSCSI, SSH, NFS, mc.

68. YcTaHOBKa U HacTpounKka cepsucos Linux, AD, Samba, Apache,
Nginx, PHP, Python

69. Cepsucol SAMBA, Kerberos, RADIUS, Apache, Nginx, PHP,
Apyruve a3blkn NporpaMMmMpPoBaHUA, KOMNUIAUKWS, MPOBEpPKa, OT/1ajKa.

70. ®penmeopku Wordpress, Jumla, django.

71. be3onacHOCTb MHMpOPMaUMOHHBIX cuctem, bpaHgmayap, IPS,
obHoBNEHUSA

72. MeToabl BbiBNEHUA HENOAAOoK B paboTe nHhpopMaLMoHHON
CUCTEMBI.

73. OnepaTnBHOe YynpasJsieHMe W YCTpaHeHue HernosafoK B
cucrteme.

74. TexHn4eckme cpencTsa B MHPOPMaLMOHHbLIX CACTEMAX.

75. MeToabl TECTUPOBAHNA TEXHUYECKUX CPeaCTB.



76. ObcnyxmBaHne TeEXHUYECKUX cpencTs. IPTables, IPFW

77. Buptyanmsaumsa, Docker, KVM, O6na4yHble CepPBUCHI,
OpenStack, Amazon, Azure

78. KoHuenuma  KOHTenHepu3auun, TOHKaas W TONCTasn
BUPTYyasn3aunsg, CUCTeMbl YMpasJieHUs BUPTYasibHbIMU CerMeHTaMW,

obnayHbin NpuHUKN paboTbl, paboTa ¢ obnavyHbIMM NpoBanaepamMn |aaS,

PaaS, SaaS

Moka3aTenum m KpuTepmm oueHMBaHuUsA KOMMNeTeHUUn Ha
Pa3JINYHLIX 3TaNaX UuX ¢)opMupOBava, OnMuCaHue WwWKaJ oueHunBaHusA

YpoBeHb c(hOPMUPOBAHHOCTU KOMMNETEeHLUHN

«MMUHUMaANbHLIN «MMUHUMANbHLIN «CpepHun «BblCOKMHA
YPOBEHb YPOBEHb» YPOBEHb» YPOBEHb»
He BOCTUTHYT» (60- 70 GannoBs) (71- 85 6annoBs) (86- 100 6bannoB.)

(MeHee 60
6annos.)

KomMmneTeHuUun He KomneTteHLun KomneTteHuun KomMmneTteHuun
ChOPMUPOBAaHHI. ChOPMUPOBAaHHI. ChOPMUPOBAaHHI. COpMUpPoOBaH*bI.
3HaHun4 CchopMupoBaHbl 3HaHnA obwnpHble, | 3HaHMA  TBepable,
OTCYTCTBYIOT, B6a30Bble CTPYKTYpPbl | CACTEMHBbIE. ApryMeHTMPOBaHHbI

YMEHNA N HaBbIKWU | 3HAHUI. YMeHus HOCAT | €, BCeCTOPOHHME.
He chopMMpoBaHbl. | YMeHUs penpoayKTUBHbLIN YMeHnsa  ycnewHo
hparMeHTapHbl U | XapakTep, MPUMEHSAIOTCS K
HOCAT MPUMEHSAIOTCS K | peweHuto KakK
penponyKTUBHbIN peLleHNt0 TUMNOBbIX | TUMOBbIX, TaK W
XapakTrep. 3a4aHui. HeCTaHO4apPTHbIX
HdeMoHcTpupyeTcs | IeMOHCTPUPYETCA | TBOPYECKUX
HU3KUA YPOBEHb | AOCTAaTO4YHbIN 3a0aHun.
CaMOCTOATENIbHOCTU | YPOBEHb deMoHCcTpupyeTCcs
MpPaKTN4YeCcKoro CaMOCTOSITENIbHOCTU | BICOKUA  YPOBEHb
HaBblKa. YCTONYMBOIro CaMOCTOATESIbHOCTH
NpPaKTU4ecKoro , BbICOKas
HaBblKa. a4anTUBHOCTb
MpPaKTU4ecKoro
HaBblKa
OnucaHue Kputepues OLLeHUBaHUA
ObyuyatoLmincs Obyuatowmncs Obyuatowmncs Obyuyatomincs
OEMOHCTpUpyeT: OEMOHCTpUpYyeT: OEMOHCTpUpyeT: OEMOHCTPUpPYeET:
- CyLleCTBEeHHbIe - 3HaHUA| - 3HaHue ni- rnybokue,
npobesibl B 3HaHUSAX | TEOPETUYECKOIrO rMoHMMaHmne BCECTOPOHHME n
y4yebHoro MaTepuana; OCHOBHbIX apryMeHTUpPOBaHHbI
MaTepuana; - HernoJiHble OTBEThbl| BOMPOCOB e 3HaHUA
- JonyckawTcs| Ha OCHOBHbI€ | KOHTPOJIMPYEMOro | MPOrpaMMHOro
npUHUUNMAbHbIE BOMNpPOCHI, oWnbkKM B | 06beMa MaTepuana;
ownbkum npwu | oTeeTe, NporpaMMHOro - rnosiHoe
oTBeTe Ha | HeJoCcTaTo4YHoe MaTepuana; MOHUMaHne
OCHOBHbI€ BOMPOChHI, | NOHMMaHne - TBepAble 3HaHUSA| CYLLHOCTH n
OTCYTCTBYET 3HaHMe | CyLLHOCTH TeopeTn4eckoro B3aMMOCBS3U
n MOHUMaHWE | U3naraemblix MaTepuana. paccMaTpuBaEMbIX
OCHOBHbIX MOHATUA | BONPOCOB; - CNOCOBHOCTDL rnpoueccos n
N KaTeropum; - HeyBepeHHble W | yCTaHaB/MBaTb W | ABNEHUN,  TOYHOE
- HENOHMMaHue HETOYHbIE OTBETbI | OOBACHATL CBSA3b | 3HAHME  OCHOBHbIX
CYLLHOCTHN Ha NPaKTUKN N | MOHATUA B paMKax




OOMONHUTENbHbIX [OMONHUTESIbHbIE Teopun, BbIABAATL | 06CYy)KAaeMbIX
BOMPOCOB B paMKax | BONpPOChI; npoTuBOpeYuns, 3aaHuniA;
3afaHn; - HefoCTaTo4YHOe| Npobnemsbl n - CNOCOBHOCTb
- OTCYTCTBME| BNageHmne TeHOeHUNn yCTaHaBAMBaTb W
YMEHUA BbIMNOJIHATDL | INTepaTypon, pa3BUTUS; 00BACHATL CBSI3b
npakTn4yeckue PEKOMEHOOBAHHOM | - MpaBWbHble W | MPaAKTUKN "
3afaHuns, nporpamMmmonm KOHKpeTHble,  6e3| Teopuu;
npenyCcMoTpeHHble | ANCUUMNINHBI; rpybbix  owmnboK, | - JNlorn4yecku
nporpamMmonm - ymeHne  6e3| oTBeThl Ha | nocnenoBaTesbHbIE,
ONCUNMIINHBI; rpybbix ownboK | MocTaBNEHHbIE cogep>xaTesibHble,
- OTCYTCTBME| peLlaTb BOMPOCHI; KOHKpEeTHbIe "
FOTOBHOCTWU npakTn4yeckme - YyMeHMue pewaTb| ucyepnbiBawoLime
(cnocobHocTW) K | 3adaHus, KOTopble | NpakTuyeckmne OTBETbI Ha  BCe
AnCKyccum n | cnepyet 3aflaHns, KOTOpble | 3afaHnsA, a Takxe
HU3KYIO CTeneHb | BbINOJHUTD. cnenyet AOMNONHUTESNbHbIE
KOHTaAKTHOCTW. BbIMNOJIHUTD; BOMpPOCHI
- BNlafleHne| sK3aMeHaTopa;
OCHOBHOM - yMeHue pelaTb
nntepaTypon, npakTnyeckmne
PEKOMEHOO0BAHHOW | 3afaHus;
nporpaMmmMomn - csoboaHoe
OVNCUNNINHBI; NCMoNb30BaHNEe B
- Hasmyme | oTBeTax Ha
cobcTBEHHON BOMpPOCHI
obocHoOBaHHOWM MaTepunasnoB
nosnuumn Nno | peKkoMeHO0BaHHOM
obcyxnaembim OCHOBHOM n
BOMpocam. AONOJSIHNTESIbHON
BO3MOXXHbI JINTepaTypbl.
He3HaYunTesNbHble
OrOBOPKMU n
HETOYHOCTN B
pPacKpbITUN
OTAEeNbHbIX
MOJIOXKEHUN
BOMpPOCOB,
npucyTcTByeT
HeyBepeHHOCTb B
OTBETax.
OueHka OueHka OueHka OueHka
«HeyAOBNIeTBOPMU | «ymoOBJieTBOpUTE «XOpoLo» / «OTJINYHO» /
TeJNIbHO» /He NbHO» / «3a4YTEHO» «3a4YTEHO»
3a4YTeHo «3a4TEHO»

9. YyebHO-MeTOaMuYeckoe M uHPOpMauUOHHOe obecneuyeHue

AUCLUUNJIUHBI

a) OCHOBHas nuTepaTypa:

=

2. Onucpep Bl

Onudcep H.A.

TexHonormm, npotokosbl. — CM6.: NMutep, 2005. —863 C.
3. KnenmeHos, C. A. AQMUHNCTPUPOBaHME B MH(POPMALMOHHbLIX CUCTEMaX
[TekcT] : y4yeb. nocobue / C. A. KnenmeHoB B. . MenbHukos A. M.
MeTpakos. - M. : Akagemus, 2008. - 272 c. - bubnwnorp.: c. 267- 268. -
ISBN 978- 5- 7696- 4708- 9.

ceTun.

Fopaees A. B. OnepaunoHHble cuctemsl. — CI6.: NMnutep, 2004. — 415 c.
KomnbloTepHble

NPUHLMAMbI,




4. BowutoB H. M. Kypc RH- 133. AgMmunHuctpuposaHue OC Red Hat Enterprise
Linux. KOHCNEeKT nekuun u npakTunyeckne pabotbl ver. 1.10
[9nekTpoHHbIN pecypd / BowmtoB H. M. - [OMK [llpecc, 2011. Pexum
noctyna: http://www.biblioclub.ru/index.php?page=book&id=129920

5. Kopobko W. B. PowerShell Kak CpencTBO  aBTOMaTU4YeCKOoro
aAMUHUCTPUPOBaHUA: y4debHoe mnocobue [DNeKTpOoHHbIM pecypc] /
Kopobko W. B. - OMK  Tlpecc, 2012. Pexxum  pocTtyna:

http://biblioclub.ru/index.php?page=book&id=232052

6. Bnacos 0. B. ADMUHNCTpUpPOBaHME ceTen Ha nnaTtgopme MS Windows
Server: y4ebHoe nocobue [DnekTpoHHbINpecypd / BnacosltO. B., Puukosa
T. N. - NHTepHeT-YHUBepcuteT NHpopMaLnOoHHbIX TexHosorunin, 2008.
Pexxum poctyna: http://biblioclub.ru/index.php?page=book&id=233291

0) pononHuTenbHaa nuTepaTtypa:

1. AgenbwtanH, T. CucteMHoe agMUHUCTpuUpoBaHme B Linux [/ T.
ApenbwTanH, b. JliobaHoBMY ; [mep. ¢ aHrn. A. OgHoo4ko].- CMN6: MuTep,
2010.- 288 c.
2. TonosuH HO. A., CykoHwmkos A. A., Akosnes C. A. NNHpopMaLMOHHbIE
cetn. — M.: Akapemus, 2011. — 375 cC.
3. Kacnepckun E. B. KoMnblOTEpPHbIE BUPYChI: 4TO 3TO TaKOe N KakK C HUMK
bopoTbca. — M.: CK Mpecc, 1998. — 285 c.

B) 3JIeKTPOHHble OMONMOTEYHbIe CUCTEeMbl, C KoTopbiMu y COIY
MMeeTCA AEeUCTBYIOLLUA A0roBop, COBpeMeHHble npodeccuoHasibHble
6a3bl, uHbOpMaLMOHHbIE CMPAaBOYHbI€ CUCTEMbI:

— eLIBRARY.RU [251eKTpOHHbIN pecypd: Hay4YHas aieKTpoHHaabubnnoTeka.
—URL: http://www.elibrary.ru .

— ba3sagaHHbIX«IBC elibrary»: http://elibrary.ru

— W3paTtenbctBO «Opanm™ [INEKTPOHHbIN pecypd: SJIEKTPOHHO
bnbnnoTtedHasa cuctema. — URL: http://biblio- online.ru.

- YHuBepcuTeTckaa 6bubnmorteka online [9NneKTpoHHbIN pecypd:
3/IEKTPOHHO- bnbnmoteyHasa cuctema. — URL: http://www.biblioclub.ru .

— https://mva.microsoft.com/ - CanT Microsoft Virtual Academy;

—www.citforum.ru/ - nopTanaHalINTUYECKNXWN HaY4HbIX CTaTens obnactu
NHPOPMALLMOHHbIX TEXHOJIOI UW;

— https://technet.microsoft.com/ - CnpaBo4HasacucTtemaMicrosoft;

—http://help.ubuntu.ru - MopTan gokymMmeHTaunnUbuntu.

10. MaTepuManbHO- TeXHU4YECKoe obecnevyeHme AUCLUNJINHDI

3aHATUA NO AMCUUMIMHE NPOBOAATCA B ayauTopusx, obecneyeHHbIX
KOMMblOTEpaMu, UMeWMUMN [0CTYNn K CceTn WHTepHeT, WHTepPaKTUBHbIMU
AOCKaMU U MyJibTUMegnnHbIM 060pynoBaHNEM.
JInyeH3noHHoe nporpamMmMmHoe obecrie4eHue:
1. Windows 10 Pro for Workstations, (Ne 4100072800 Microsoft Products
(MPSA) o1 04.2016 1);
2. Office Standard 2016 (Ne 4100072800 Microsoft Products (MPSA) oT
04.20161);
3. CucTema nonckKa TeKCTOBbIX 3aMMCTBOBaHNN «AHTUNNArnaT BY3x»;
4. CiscoWebex- Cuctema nposeneHmns sebuHapoB (OO0 Ainctekgorosop Ne
[83- 2020 o1 10.08.2020- 10.08.2021 r.).
5.
lepeyeHb MO B cBOG6OAHOM AOCTYrE:
1. Kaspersky Free;
2. WinRar;


http://www.biblioclub.ru/index.php?page=book&id=129920
http://www.biblioclub.ru/
http://biblio-online.ru/
http://elibrary.ru/
http://www.elibrary.ru/

3. Google Chrome;
4. Yandex Browser;
5. OperaBrowser ;



11. Jiuct oOHOBNIEHMA/aKTyain3auum

1. PaboyasanporpaMmma

nepecMoTpeHa N aKTyasm3MpoBaHa Ha 3acedaHnn Kadenpbl NpuKiagHon
MaTeMaTuKK NPoToKoa Ne 7 oT 19.03.2020r .;

ofgobpeHa Ha 3acedaHuUM coBeTa (pakysbTeTa MaTeMaTuKu U
NHPOPMALMOHHbLIX TEXHONOrMK, NPOTOKO Ne 5 0T 27.03.2020 .
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